Introduction
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The Internet of Things (IoT) is a novel paradigm that is 39 rapidly gaining ground in the scenario of modern wireless 40 telecommunications. The basic idea of this concept is the 41 pervasive presence around us of a variety of things or 42 objects -such as Radio-Frequency IDentification (RFID) 43 tags, sensors, actuators, mobile phones, etc. -which, 44 through unique addressing schemes, are able to interact 45 with each other and cooperate with their neighbors to 46 reach common goals [1] . 47 Unquestionably, the main strength of the IoT idea is the 48 high impact it will have on several aspects of everyday-life 49 and behavior of potential users. From the point of view of a 50 private user, the most obvious effects of the IoT introduc-51 tion will be visible in both working and domestic fields. 52 In this context, domotics, assisted living, e-health, en- 53 hanced learning are only a few examples of possible appli- 54 cation scenarios in which the new paradigm will play a 55 leading role in the near future. Similarly, from the perspec- 56 tive of business users, the most apparent consequences 57 will be equally visible in fields such as, automation and 58 industrial manufacturing, logistics, business/process man- 59 agement, intelligent transportation of people and goods. 60 By starting from the considerations above, it should not 61 be surprising that IoT is included by the US National Intel- 62 ligence Council in the list of six ''Disruptive Civil Technol- 63 ogies" with potential impacts on US national power [2] . 64 NIC foresees that ''by 2025 Internet nodes may reside in 65 everyday things -food packages, furniture, paper docu- 66 ments, and more". It highlights future opportunities that 67 will arise, starting from the idea that ''popular demand 68 combined with technology advances could drive wide- Actually, many challenging issues still need to be ad-78 dressed and both technological as well as social knots have 79 to be untied before the IoT idea being widely accepted. 80 Central issues are making a full interoperability of inter-81 connected devices possible, providing them with an always 82 higher degree of smartness by enabling their adaptation and 83 autonomous behavior, while guaranteeing trust, privacy, 84 and security. Also, the IoT idea poses several new problems 85 concerning the networking aspects. In fact, the things com- 86 posing the IoT will be characterized by low resources in 87 terms of both computation and energy capacity. Accord-88 ingly, the proposed solutions need to pay special attention 89 to resource efficiency besides the obvious scalability 90 problems. 91 Several industrial, standardization and research bodies 92 are currently involved in the activity of development of 93 solutions to fulfill the highlighted technological require- The reason of today apparent fuzziness around this 132 term is a consequence of the name ''Internet of Things" 133 itself, which syntactically is composed of two terms. The 134 first one pushes towards a network oriented vision of IoT, 135 while the second one moves the focus on generic ''objects" 136 to be integrated into a common framework. [3] . This implies a huge number of (heteroge-150 neous) objects involved in the process.
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The object unique addressing and the representation 152 and storing of the exchanged information become the most 153 challenging issues, bringing directly to a third, ''Semantic 154 oriented", perspective of IoT.
155
In Fig. 1 [3] . 242 An IoT vision statement, which goes well beyond a mere 243 ''RFID centric" approach, is also proposed by the consor-244 tium CASAGRAS [11] . Its members focus on ''a world where However, the reduction in terms of size, weight, energy 317 consumption, and cost of the radio can take us to a new era 318 where the above ratio increases of orders of magnitude.
319
This will allow us to integrate radios in almost all objects 320 and thus, to add the world ''anything" to the above vision, 321 which leads to the IoT concept. Sensor networks will also play a crucial role in the IoT. proach also allows for software and hardware reusing, be- ries to see how and with whom they've spent their time.
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Historical trends plots can also be automatically generated we describe the problems related to security and privacy.
1028
In Table 2 we summarize the open research issues, the 1029 causes for which they are specifically crucial for IoT scenar- 
